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  Student TIP SLIPS
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What is Cyber bullying?  

Using electronic means to intimidate, harm, exclude or ruin a reputation – includes the use of emails and instant messaging, text or digital imaging sent on cell phones, web pages and web logs (blogs), chat rooms and discussion groups.

Here are a few examples of Cyber Bullying:

· Flaming – Using all upper case letters to signify anger or hatred when sending mean or insulting messages in electronic communications.

· Exclusion – Excluding someone from an online group, like blocking them from a chat group.  Students also use gaming sites to exclude or attack other’s characters.

· Impersonation – Breaking into someone’s email account, posing as that person and sending damaging messages about a person.

· Denigration – Sending or posting cruel gossip or rumours about a person to damage their reputation.

· Misusing – Using a cell phone to take embarrassing photos and emailing to others.   

· Outing or Trickery – Revealing someone’s secrets or embarrassing information online or tricking someone into revealing secretes while online.

· Polling sites – Setting up web-pages so that peers can vote on who is the “dumbest” or “ugliest” student in the school

· Hate sites – Individuals create web-pages designed to insult others.  Students commonly use Facebook.com to create pages to defame.

Staying Safe :

· Never give out personal information or passwords 

· Do not post pictures of yourself or friends on-line (eg. facebook, myspace etc.)

· Webcam can be very dangerous, use extreme caution if using one

· Never send a message to someone else when you are angry – (Thinkb4Uclick)
· Don't open a message from someone you don't know

· Never meet an on-line friend alone.  Go with your parents and meet in a public place

· Google your name on a weekly basis

· Know the Law – Cyber Bullying can be a criminal activity

· If it doesn’t look or feel right, it probably isn’t

     If You Are Being Cyber Bullied

· Save all harassing e-mails, text messages, etc.

· Save date and time messages were sent

· Try to get full header, URL, cell phone numbers, etc.

· Don’t reply to messages from Cyber Bullies

· Some students found this one reply helpful, “I have copies of your URL and IP address and have sent all the information to the police.”  Now, stop all communication and don’t reply to any further messages.

· Try blocking Cyber Bullies or delete current e-mails accounts, cell phone/pager accounts

· Inform parents and/or teachers

· If you are threatened or feel unsafe, contact the police

· Contact Internet Service Provider
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